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Abstract 

This essay examines cognitive warfare as a critical and 

evolving domain in modern conflict, focused on influencing 

human minds. Tracing the fundamentals of Cognitive 

Warfare (CW) strategies, the essay establishes its reach 

beyond traditional psychological and information warfare. 

It further assesses global strategic threats, focusing on 

international players, state and non-state actors. This 

essay proposes a comprehensive National Cognitive 

Warfare Strategy for India, blending traditional wisdom 

with today's security needs. It identifies key pillars for 

building global ecosystem engagement, defensive 
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resilience and offensive capabilities, while addressing 

institutional challenges, legal reforms and future 

technological trends. Ultimately, it lays out a vision for 

moving forward that focuses on merging different sectors, 

updating laws, using innovative and balanced strategies, 

developing talent, fostering innovation, and expanding into 

new areas. The essay underscores CW’s pivotal role as a 

sixth domain of warfare in shaping India’s advance as a 

global leader.  

Introduction 

In modern warfare, the functionality of human cognitive 

components—perceptions, attitudes, and behaviour—is a critical 

determinant of outcomes. Historical strategists like Sun Tzu, 

Clausewitz, and Kautilya discussed altering cognition in conflict, 

though Cognitive Warfare (CW) was not formally recognised as a 

distinct domain. Traditionally, CW manifested through psychological 

and information warfare methods such as perception management, 

information control, deception, decoys, concealment, or economic 

strangulation to gain advantage with minimal physical confrontation. 

In the 21st Century, technological progress has radically expanded 

the scale and speed of information and mis/disinformation 

dissemination. Internet of Things, social networks, and mobile 

technologies propel this hyper-connectivity.1 Intra- or inter-connected 

homophilic societies make distances and boundaries almost non-

existent. The world is at a crossroads where opinion-driven 

narratives overshadow facts, and human mind polarisation is the new 

norm. This paradigm shift elevates CW beyond traditional warfare 

mechanics as a quintessential method clasping its tentacles around 

the originator and progressors of war–the ‘Human Mind’.2  

 Diverging from prevailing Indian commentary, this essay 

examines CW as an interconnected, penetrating method of warfare 

that extends beyond information and psychological warfare. It will first 

explain CW. Secondly, it will examine the strategic threat landscape. 

Thirdly, it will propose a national cognitive warfare strategy for India. 

Fourthly, it will identify key pillars of India's cognitive warfare approach. 
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And fifthly, it will analyse challenges to institutionalising CW and 

recommend a domain-specific path for India. 

Understanding Cognitive Warfare 

Cognitive Science. A foundational understanding reveals cognitive 

science as an interdisciplinary field.3 It transcends the spectral 

boundaries of science, social science and allied arts. It includes subjects 

like psychology, anthropology, computer modelling, and Artificial 

Intelligence (AI),4 philosophy, political science, sociology, and 

neuroscience. The North Atlantic Treaty Organisation (NATO) 

describes it as the convergence of cyber-psychology, the weaponisation 

of neuroscience, and cyber-influence.5 CW is the superset of 

coordinated information, psychological and cyber operations.6 

Defining CW. A useful definition: ‘Cognitive Warfare is a strategy that 

focuses on altering how a target population thinks and, through that, 

how it acts’.7 It alters natural cognitive processing of how others think, 

feel or act. By shaping the ‘Who’ (Communicator), ‘What’ (Message), 

‘Which’ (Medium), ‘Whom’ (Receiver), ‘When’ (State) and ‘How’ 

(Effect) of communication8. It is deemed to exist when the end game 

of altered behaviour is achieved through shaped perceptions, 

influenced attitudes or hindered memory processing.  

 

Figure 1: Relationship among Cognitive Warfare and  

Other Types of Warfare 
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Source: Journal of Global Security Studies9 

Segments of CW. For effective application, CW involves influence, 

information, psychological, cyber, space, and neuroscience 

operations, with a legal watch for ethical regulation. It penetrates 

deeper into neurological, socio-cultural and behavioural systems, 

disrupting social unity and undermining group resolve to impact 

society's collective cognition. Unlike traditional warfare, it steers 

individuals or societies overtly or covertly to achieve victory without a 

battle. It permeates all existing domains—land, sea, air, space, and 

cyberspace—emerging as the sixth domain of warfare.10 

The Strategic Threat Landscape 

NATO Perspective. Having understood the significance of CW, it is 

essential to grasp its evolving strategic threat landscape. The NATO 

Warfighting Capstone Concept already recognises a CW strategy.11 

The inaugural NATO scientific meeting on CW was held at Bordeaux 

in France on 21 Jun 2021.12 NATO Allied Command Transformation 

in Norfolk, United States (US), emphasises the militarisation of 

Nanotechnology, Biotechnology, Information Technology, and 

Cognitive Science technologies. Like the Modelling and Simulation 

Group, their teams focus on research and development.13 

Adversarial CW. The West depicts Russia as a key CW actor and a 

model for China, Iran, and North Korea.14 They claim that Russian 

tactics, rooted in the Soviet concept of reflexive control,15 are used to 

challenge democratic processes in the US,16 Baltic states and 

France.17 The Chinese Communist Party’s United Front is implicated 

in electoral interference in Canada, Australia, and New Zealand.18 

North Korea combines nuclear coercion with cognitive manipulation 

to influence decision-making,19 while Iran spreads social and moral 

jihad propaganda against the US and Israel through universities and 

religious centres to foment internal dissent.20  

China’s Three Warfares. CW in the Indian neighbourhood is a 

significant and evolving challenge. China implements the ‘San Zhong 

Zhanfa’ or Three Warfares strategy, which involves public opinion, 

psychological, and legal warfare.21 It is a stratagem based on Sun 

Tzu's principle of subduing adversaries without direct conflict. These 
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strategies were evident during the Doklam standoff (2017) and the 

Galwan Valley clash (2020). China preferred non-kinetic tactics, 

using government information departments to shape perceptions and 

avoid direct military engagement with India. 

Pakistan’s CW. Pakistan’s Inter-Services Public Relations abuses 

social media to invoke societal divisions and incite unrest.22 During 

Operation Sindoor, Pakistan employed AI-generated deep fakes and 

disinformation targeting India's democracy, leadership, military and 

public sentiments.23 India's Ministry of Information and Broadcasting, 

backed by the Army's Corps of Signals and the National Cyber 

Coordination Centre, stepped in to push back. Indian approach was 

centred on open updates, primarily through daily briefings from the 

Ministry of External Affairs. While the response was quick, it was 

reactive. It was neither coordinated nor built from any long-term 

system, relying more on exposing misinformation than being 

proactive. 

Non-State CW. Beyond conventional conflict scenarios, proxies, 

non-state actors, and institutions adopt CW to manipulate 

perceptions, influence behaviour and destabilise societies. Terrorist 

and separatist groups in Jammu and Kashmir have exploited CW 

through social media to further their agendas, recruit youth and incite 

religious extremism to fuel unrest and undermine security forces.24 

The Havana Syndrome case, though unattributed, exemplifies CW 

infiltrating the physical domain and causing neurological damage.25 

Classifications of CW Threats. An assessment of the threat 

landscape identifies three broad categories of CW targets based on 

scale: large groups sharing common characteristics (such as 

populations and ethnic or religious communities), smaller groups 

united by common objectives (such as companies, teams and armed 

forces), and critical individuals (such as decision-makers and 

leaders). These targets can be further classified by their degree of 

cognitive permeability into open societies (democracies), closed 

societies (dictatorships or autocratic regimes), and controlled 

societies, where stringent regulations or legal frameworks restrict 

information dissemination.  
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India’s National Cognitive Warfare Strategy  

Need for NCWS. The emerging strategic threat landscape highlights 

the vulnerabilities of this sixth dimension of warfare, emphasising the 

need to develop India's National Cognitive Warfare Strategy 

(NCWS). Kautilya's Arthashastra, our ancient treatise on statecraft, 

posits that ‘A Well-reasoned Policy’ serves as the fundamental 

thread that ensures the stability of the state.26 Therefore, this 

formulation process must be elaborate, resolving asymmetric 

balances and questioning confusing dogmas focused purely on risk 

management and reduction.27 

 

Figure 2: India’s National Cognitive Warfare Strategy 

Source: Compiled by the author 

NCWS Framework. The NCWS must align with national security 

objectives and grand strategy, leverage contemporary strengths, and 

address gaps. A practical, pragmatic roadmap for the NCWS may be 

led by a high-level national security authority, such as the National 

Security Coordination Secretariat, which would act as a facilitator, 

advocate, and guardian. It should be a unified, specialised framework 

integrated across all instruments of national power, with grand 

strategy serving as the overarching mechanism synchronising 

military and non-military elements. Under its umbrella must exist the 

Joint National Cognitive Task Force, a purpose-driven, whole-of-

nation team of government agencies, intelligence, armed forces, 

paramilitary, think tanks, academia, cyber institutions, industry, start-

ups and society.  
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NCW Doctrine. A National Cognitive Warfare Doctrine (NCWD) 

must derive from the NCWS to establish actionable subordinate 

doctrines across all national power instruments at strategic, 

operational, and tactical levels. Respecting the sensitive nature of 

some elements, the NCWD can have public and classified versions.  

Joint CW Doctrine. Drawing inspiration from the combined national 

approach, the military must weave its own Joint Doctrine for 

Cognitive Warfare (JDCW). This doctrine must be built on the existing 

Joint Doctrine for Multi-Domain Operations, Joint Doctrine for 

Perception Management and Psychological Operations, and the 

Joint Doctrine for Cyber Space Operations. This doctrine should form 

a flexible framework aligned with the grand strategy, coordinating all 

military CW capabilities through the Joint Planning Coordination 

Centre under the Chiefs of Staff Committee.28 The JDCW should 

adopt a future-oriented, holistic outlook, emphasising strategic 

resource allocation and inter-agency coordination for seamless 

implementation. It should remain fundamentally stable, allowing only 

structural updates dictated by the doctrinal loop. It must establish 

clear strategic definitions to streamline operational planning and 

approvals across conflict levels.  

Joint CW Team. Driven from a military vantage, a Joint Cognitive 

Warfare Team can execute goal-specific tactical cognitive 

operations. Because it is military-heavy, the team can also include 

embedded elements from all other segments of national power. 

Further, individual services should establish specialised teams to 

explore this domain without rigid boundaries hindering effectiveness.  

Key pillars to India’s Cognitive Warfare approach 

India’s CW approach should be based on the principle of ‘One for All, 

All for One’. Based on this philosophy, the three pillars are the global 

ecosystem, defensive (domestic), and offensive (adversary), as 

shown in Figure 3. These pillars have co-functionality to prevent 

counter productivity, mandating existence in parallels and 

intersections. 
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Figure 3: Pillars to India’s Cognitive Warfare Approach 

Source: Compiled by the author 

The Global Ecosystem Pillar. India’s CW strategy calls for unified 

global outreach that leverages soft power to shape international 

perceptions favourably. This includes engaging the diaspora, 

partners, non-state actors, and sympathisers through think tanks, 

media, sports, and cultural interfaces like yoga, arts, literature, 

cuisine, cinema, democratic traditions, and socio-economic 

exchanges.29 Emphasising spirituality, socio-cultural values and 

democratic principles, India should spearhead multilateral cognitive 

organisations, convene summits and conduct cognitive gaming 

exercises to address security challenges collaboratively. Each kinetic 

military action should be paired with a cognitive initiative ensuring 

transparency and global support under the Dharma Yuddha 

(righteous or ethical war) principle. Platforms like the Raisina 

Dialogue and the Indian Ocean Conference aid coalition building, 

diplomatic isolation of adversaries and strategic communication.  

Defensive Pillar: Safeguard One's Own Interests. Establishing 

cognitive safeguards to thwart adversarial attempts and secure 

India's national power instruments, including the population, 

government, and military, is essential. A cognitive shield must begin 

with a comprehensive risk assessment of the population-

government-military trinity. Clear demarcation of cognitive 
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boundaries and management of functional overlaps is vital to create 

impenetrable defences. India's vast digital ecosystem, with over 700 

million internet users, is a critical battleground. A layered resilience 

posture that incorporates these strategies can insulate the shield 

against foreign propaganda and targeted disinformation. Mass digital 

literacy is imperative to withstand shocks and prevent information 

operations and psychological tactics enhanced by AI and machine 

learning from eroding trust in democratic institutions.  

Cognitive Resilience. An enhanced ‘Observe, Orient, Decide, Act 

loop’ for all decision-makers, built on unhindered access to factual 

data, will be the pillar's foundation. This involves redundancy in 

critical systems, supported by a culture of continuous learning. 

Allowing citizens to verify facts is vital to demystifying CW 

identification and data transparency. Such heightened awareness is 

essential for the stability and security of India’s 1.46 billion citizens. 

Effective defence measures should serve as proactive deterrents, 

ensuring unhindered battlefield visibility through satellite surveillance 

and high-resolution imagery. Additionally, initiatives to condition 

hearts and reprogram minds are indispensable. 

Offensive Pillar. Indian values of Ahimsa and Non-Alignment have 

kept Indians rooted in collective consciousness for peaceful co-

existence. However, provocations necessitate defensive and 

offensive counterbalancing. Employing a hierarchical CW Matrix with 

escalation and de-escalation protocols maintains this equilibrium. 

Offence begins with eliminating attack detection and attribution 

errors, followed by clear rules for engagement, intrusion, 

neutralisation, extraction, and termination to ensure precision and 

control. The matrix should follow the principles of war and manoeuvre 

warfare at lower levels, unsettle the enemy's Centre of Gravity, and 

target vulnerabilities to fracture adversarial cohesion. Advanced 

phases must engage multi-spectral cognitive traps across all its 

segments to disrupt decision-making covertly. A Dynamic Cognitive 

Management Team can continuously adapt the response to match 

the progression of warfare. 

Cognitive Trap. The author proposes exploring spiralling neural 

pathways through a cognitive funnel into a cognitive trap (shown in 
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Figure 4). This psychologically grounded strategy will be particularly 

effective for dominating CW. As shown, establishing a causal effects 

relationship shall permit deployment of harmful payloads to achieve 

cognitive supremacy. Such methods can be applied broadly within 

the Offensive Pillar. Other methods include unplug, corrupt, 

disorganise, diagnose and enhance.30  

 

Figure 4: Suggested usage of Offensive Pillar 

Source: Compiled by the author 
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Challenges to institutionalising CW 

While India has seen how to build her CW strategy, one must 

understand certain challenges when employing it.  

Intent to understand, appreciate, and employ it. CW is inherently 

disruptive and non-linear, and requires recognition of its dual nature 

as both a threat and an opportunity in hybrid and grey zone conflicts. 

Its distinction from cyber, information and psychological warfare must 

not be overlooked. Effective employment requires a pragmatic 

strengths, weaknesses, opportunities and threats analysis. 

Reluctance to formalise strategies stems from rigidity and fear of 

criticism, hindering effective risk management. 

Barriers to Unified Integration and Collective Thinking. This 

domain rides upon advancing technological capabilities. Siloed 

research, insufficient interdisciplinary collaboration, and fragmented 

national efforts across government, military, intelligence, media, and 

information technology sectors exacerbate contradictory cognitive 

missions. Unaddressed fundamental gaps, a void of cohesion, 

integration and fusion- shake the foundations of the pillars of national 

cognitive strongholds. 

Capability Building Measures in Human Resources and 

Infrastructure. A limited indigenous focus on AI, machine learning, 

and cloud infrastructure hinders capability building. Innovations fail 

to transition from academia to industry because research remains 

limited to theoretical or small-scale studies. Micro, small and medium 

enterprises face financial and regulatory barriers, resulting in low 

technology adoption and skill gaps.31 Scalability requires enhanced 

infrastructure and streamlined processes. 

Ethical and Human Rights Concerns. Current legal and regulatory 

frameworks lag behind technology, requiring a strong ethical and 

legal structure to isolate aberrant actors. CW operates in 

international legal grey areas and lacks explicit provisions under 

international humanitarian law or the UN Charter. Cognitive 

operations below armed conflict thresholds pose significant legal 

challenges. The capacity of the Bharatiya Nyaya Sanhita, Bharatiya 

Nagarik Suraksha Sanhita, and Bharatiya Sakshya Adhiniyam of 
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2023 to attribute cognitive activities as offences against the state, 

organised crime, and terrorism is ambiguous.32  

Way forward 

Advance from Integration to Fusion for Domain Capability. 

Capability development should commence with robust cognitive 

shielding and progressively evolve towards offensive cognitive 

capabilities. Strengthen population resilience through digital literacy, 

critical thinking, and metacognitive training to counter misinformation, 

disinformation, deep fakes, and engineered social media narratives. 

Long-term capacity-building should leverage advanced technologies, 

including artificial intelligence and data analytics, to maintain an up-

to-date understanding of adversary information ecosystems and 

behavioural patterns. An integrated whole-of-nation approach that 

brings together government, military, academia, industry, and civil 

society is essential to bridge existing capability gaps and ensure 

inclusivity. A centralised national agency should provide strategic 

direction, standards, and oversight, supported by decentralised 

operational entities for effective implementation. Finally, sustained 

global engagement with leading research institutions and think tanks, 

coupled with the creation of autonomous, mission-oriented 

innovation teams, will foster indigenous expertise and accelerate the 

development of cognitive warfare capabilities within a robust national 

security framework.33 

Legal Reforms and International Cooperation. Implement policy 

reforms and strengthen international cooperation. Expand the legal 

framework to regulate the misuse of the cognitive domain at both the 

domestic and international levels. Establish a legal tribunal within the 

national security architecture to oversee violations relating to 

cognitive warfare. Adopt adaptive cybersecurity laws and 

information-sharing models inspired by Singapore's Protection from 

Online Falsehoods and Manipulation Act (POFMA), while 

safeguarding democratic freedoms and freedom of expression. 
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Develop Balance for CW Tactics. Cognitive tools can either 

exploit or enhance human cognition, making the offence-defence 

balance crucial for preserving force and optimising performance. 

This includes integrating counter-propaganda, strategic 

communication, and resilience training. Develop advanced AI-

driven detection of disinformation and social engineering to mitigate 

echo chambers, biases, and targeted manipulation. The focus of 

offence must evolve from merely understanding adversaries’ minds 

to actively shaping their actions. 

Invest in Human Resources and Innovate Emerging 

Technologies. Invest in human resources and innovation through 

multidisciplinary convergence. Support talent development, public-

private partnerships and advances in cognitive sciences, including 

generative AI, cyber forensics, machine learning, deep learning and 

quantum computing. Build infrastructure for related industries such 

as semiconductors, encrypted networks, satellite systems and 

sustainable energy. Promote initiatives like Innovations for Defence 

Excellence and Ran Samwad to drive cognitive war games and 

disruptive technology innovation. 

Explore Novel Applications in the Domain. Exploring CW 

requires the intelligent application of smart power, blending soft and 

hard power strategies. Cultural influence must complement kinetic 

readiness. Future planning should anticipate advances in biometric 

targeting, neurotechnologies, and metaverse operations. Cognitive 

Warfare will increasingly involve neuromorphic systems, neural 

interfaces, advanced neuromodulation, and humanoids that 

integrate human and machine cognition. Having studied the 

challenges and the whole-of-nation approach required to implement 

CW, Table 1 presents a suggested practical way forward across 

various CW segments. 
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Segments 

Usable in CW 

Levels of CW  

- Strategic  Operational Tactical 

Influence Ops Ministry of 

External Affairs, 

Tourism 

Ministry, 

Ministry of 

Finance 

Embassies,  

United Nations, 

Intergovernmental 

organisations  

Armed Forces, 

Paramilitary, 

Police, 

Journalists, 

Content 

Creators, Social 

Media 

Influencers, 

Veterans, 

Diaspora, 

Tourists, Legal 

cell, Defence 

Public Sector 

Undertakings 

(DPSUs), 

Public-Funded 

Research 

Institutions, 

large 

corporates, 

Small and 

Medium 

Enterprises 

(MSMEs), Start-

ups, Academia, 

Think Tanks, 

Non-State 

Actors, Civil 

Society Groups, 

and Expats.  

Information 

Ops 

Information and 

Broadcast 

Ministry, 

Ministry of 

Home Affairs  

All Intelligence 

Agencies, Own 

media in foreign 

vernacular, social 

media  

Psychological 

Ops 

Ministry of 

Defence 

Defence Institute 

of Psychological 

Research, Indian 

Psychological 

Association 

Cyber Ops Ministry of 

Electronics and 

Information 

Technology, 

Ministry of 

Science and 

Technology 

Computer 

Emergency 

Response Team, 

Defence Cyber 

Agency, 

Department of 

Scientific and 

Industrial 

Research  

Space Ops Indian Space 

Research 

Organisation 

Defence Space 

Agency 

Legal  Supreme Court 

of India  

High Courts (CW 

Tribunal*) 
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Segments 

Usable in CW 

Levels of CW  

- Strategic  Operational Tactical 

Neuro 

Science 

Ministry of 

Health and 

Family Welfare 

Central Drugs 

Standard Control 

Organisation 

(Directorate 

General of Health 

Services), 

National Institute 

of Mental Health 

and 

Neurosciences 

Note: All segments must operate with balanced independence and 

interdependence, employed in land, sea, air, cyber, and space 

domains synchronously through an integrated command and 

control, with tactical elements interoperable across segments. All 

three pillars of CW outlined in the essay must be addressed at every 

level. The military should have access to any segment as required, 

under the aegis of JDCW. (* is put for the organisations that need to 

be constituted from existing resources). 

Table 1: Way forward to use various segments of CW 

Source: Compiled by the author 

Conclusion 

CW cannot be viewed only through the prevailing distinct prisms of 

psychological, information and cyber operations. Future war 

complexities will require multi-domain approaches, where CW 

arguably disrupts the other five domains of warfare. Harnessed 

effectively, it can drive India toward becoming a Vishwa Guru (global 

leader) on the Viksit Bharat (Developed India) pathway. Our 

philosophy of Vasudhaiva Kutumbakam (The world is one family) 

shall permit our cognitive expertise to safeguard both global interests 

and national aspirations. India’s ethos supports a defensive cognitive 

shield promoting a free and transparent world order. Adversaries 
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resistant to global equality require innovative cognitive traps 

leveraging emerging technologies. The National Cognitive Warfare 

Strategy will guide a balanced defensive and offensive posture with 

clear red lines, enabling precise and calculated responses. Through 

the ‘One for All, All for One, India for All’ strategy, India seeks to foster 

a global collective consciousness for worldwide benefit. 
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