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Abstract

This article examines how Artificial Intelligence (Al) is
rapidly transforming the defence sector by reshaping
military  operations, decision-making, intelligence,
surveillance, autonomous systems, logistics, cyber
warfare, and training. It compares the development and
adoption of Al in the defence sectors of the United States
(US), China, and India, with particular emphasis on their
technological  capabilities, investment  patterns,
institutional frameworks, and strategic approaches. The
study also examines the technical, operational, ethical,
legal, and institutional challenges of military Al, including
algorithmic bias, data security, accountability, human
oversight, interoperability, and compliance with
International Humanitarian Law. It argues that India’s
strategic response should focus on indigenous Research
and Development, public-private partnerships, secure
defence datasets, high-performance computing, edge Al,
autonomous systems, skilled human resources, and
trustworthy Al frameworks. The article concludes that
India can narrow its capability gap not by replicating the
scale of the US and China, but by pursuing a focused,
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self-reliant, and human-centred Al strategy aligned with
its specific defence requirements and national security
priorities.

Introduction

Artificial Intelligence (Al) is a major force behind the current
technological revolution in defence. As Al increasingly transforms
modern warfare, global powers are increasing investments in
Research and Development (R&D) than ever before. Al's
considerable potential is transforming military planning, operations,
and decision-making. The future battlefield is likely to be shaped as
much by computing power and algorithms as by conventional
weapon systems.! Al is becoming a key part of next-generation
military capabilities, as warfare moves toward greater accuracy,
speed, and automation. Al's true strength is in changing how people
make decisions, how aware they are of their surroundings, and how
much control they have over the systems.?

The application of Al in defence is expanding across the
tactical, operational and strategic levels.® One such application is
real-time analysis of intelligence gathered by drones, satellites, and
ground sensors, providing commanders with enhanced situational
awareness in complex operational environments. Al is also used
extensively in cyber-defence and Electronic Warfare (EW) to detect
anomalies, prevent intrusions, and adapt communication protocols.
At the same time, Al-supported training simulations and other user-
behaviour-based scenarios are helping prepare forces for combat
situations.*

Notably, the global military Al market reached USD 9.82 bn in
2025 and is expected to reach USD 41.58 bn by 2035.5 Indeed,
militaries are racing to adopt Al to gain military advantage over
competitors. Nevertheless, little is understood about Al's long-term
impact on warfare. As militaries continue to pursue Al, leaders should
be aware of the significant risks that could come with its adoption.® At
the same time, Al-enabled systems—drones, autonomous platforms,
and lethal autonomous weapons—are raising complex legal questions
about the application of existing international humanitarian law and the
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need for additional rules governing autonomous weapon systems.
Therefore, identifying the legal consequences of Al’s swift adoption
and examining existing rules of international law through the lens of
this technology is crucial.’

In this context, this article examines how Al is changing military
operations to boost efficiency, enhance decision-making, and
improve personnel safety and effectiveness. The paper's primary
contribution is a comparative overview of Al trajectories in the
defence sectors of the United States (US), China, and India,
highlighting their major defence Al projects. It also discusses
operational, ethical, legal, and institutional impediments to military Al
adoption. Lastly, the paper outlines strategic directions to strengthen
Al in India’s defence sector.

Military Application of Artificial Intelligence

Al is applied in a wide spectrum of military tasks—from operational
planning to medical response—improving efficiency and potentially
reducing some forms of human error. For this analysis, military
applications of Al are grouped into eight broad categories: command
and control; intelligence, surveillance and reconnaissance;
simulation and training; automated target recognition; autonomous
systems and vehicles; information operations and EW; predictive
maintenance and logistics; and medical applications.®

In sum, Al is reshaping military operations by improving
efficiency, decision-making, personnel safety, and mission
effectiveness. It augments human capabilities, helping armed forces
adapt more swiftly to evolving threats. To conceptualise Al’s role,
there is a need to separate its impact on warfighting from its role in
preparing for war. Warfighting comprises active combat—dynamic
and unpredictable, marked by friction and the fog of war—where
adaptability is essential.®

By contrast, preparing for war includes force development,
technological innovation, production, and logistics. Al could influence
preparation by improving production efficiency and enabling the
design of novel military capabilities.'® Meanwhile, Integrating Al into
autonomous systems can improve performance in specified tasks,
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provided the systems are adequately tested and remain reliable
under operational conditions. The central debates about autonomy
and Machine Learning (ML) in weapons concern definitions and
implications. ‘Autonomy’ typically refers to a machine’s capacity to
carry out intended tasks without human intervention, using sensors
and software. ‘ML’ is an approach in which models learn patterns
from data to perform specified tasks through various methods.! Both
fall under the Al umbrella and are often used together.

Michael C Horowitz, a leading expert on Al, defence policy, and
international security, views Al as a general-purpose technology
comparable to electricity or the combustion engine, meaning its
ultimate impact on warfare is shaped by organisational use and
human-machine teaming rather than software capabilities alone. In
his work on strategic stability, such as Artificial Intelligence and the
Future of Strategic Stability, he highlights risks from machine-speed
conflict, automation bias, and integrating Al into sensitive domains
like nuclear command and control.*?

Comparative Analysis of United States, China and India

According to Stanford University’s 2025 Al Vibrancy Index, India
ranked third, behind the US and China, in Stanford Human-Centred
Artificial Intelligence’s 2025 Global Al Vibrancy Tool.'® India’s
position stems from a strong talent base, a growing start-up
ecosystem, and rising Al research and patent activity. However,
despite its strengths in talent, start-ups, and R&D, India remains a
‘Distant Third,” substantially trailing the top two in areas such as
infrastructure and investment. The gap between India and major
military powers is stark. The defence sectors of the US, China, and
India are experiencing a rapid surge in Al spending as part of a
global, algorithm-driven military revolution. The US leads in
investment, focusing on autonomous systems and Al models free
from vendor-imposed ethical restrictions. China is aggressively
advancing through ‘Military-civil Fusion’, while India is rapidly
accelerating its domestic defence Al ecosystem, focusing on
surveillance and autonomous systems.*
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United States

o The US has pursued a measured and incremental strategy
in integrating Al into its defence architecture, with an emphasis
on human oversight and ensuring interoperability within existing
military systems. This cautious approach has largely stemmed
from its historical dominance in technological innovation and
leadership. However, amid an evolving geopolitical environment,
particularly amid strategic competition with China, the US faces
significant challenges in sustaining its leadership in the military
application of Al. In light of these developments, the US faces a
critical policy dilemma: whether to maintain its trajectory or adopt
a more assertive posture toward the militarisation of Al to
preserve its strategic advantage.®

o Consequently, the US Department of Defence (DoD)
continued to prioritise Al and autonomous systems in its
Financial Year 2026-27 spending plans, earmarking
approximately USD 13.4 bn, alongside broader investments in
information technology, cybersecurity, advanced weapons and
defence modernisation. The Pentagon is prioritising Al,
autonomous technology, and cybersecurity in its 2026 budget,
aiming for rapid experimentation and deployment. The DoD's
total information technology budget in 2026 is projected to
increase by USD 1.8 bn over 2025 levels.'® The US continues
to shift toward Al-enabled warfare to maintain a technological
advantage over competitors. Moreover, a 2026 directive
encourages Al models without ‘Vendor-imposed ethical
guardrails’, signalling an acceleration toward rapid,
unconstrained deployment.t’

o In Jan 2026, US President Donald Trump proposed
increasing military expenditure to USD 1.5 tn in 2027 as part of his
vision for a ‘Dream Military’, stating “It is an especially troubled and
dangerous time”.*8 It would result in a 50 per cent increase in the
nation's military budget as a result of growing concerns within the
Pentagon about China's advances in the field of Al. In the US-
China competition to develop new technologies, Al has
increasingly been used as a weapon in itself.*®
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China

o China is strategically leveraging Al as a central element
of its Military-Civil Fusion strategy, aiming to achieve
dominance in autonomous systems, cyber warfare, and
surveillance technologies, among others. In contrast to the US,
where Al innovation is predominantly driven by private sector
enterprises, China adopts a more state-directed approach that
integrates civilian Al research with military applications over a
prolonged time period. This integration fosters more cohesive
and rapid development of Al technologies for defence
purposes, giving China a potentially significant advantage in
emerging domains of warfare.?° The People’s Liberation Army
seeks not only to equal but also to overtake the US military by
seizing the initiative in the ongoing Revolution in Military Affairs.

o The Chinese government allocated CYN 1.78 tn (USD
245.2 bn) to its military budget for 2025, making China the
world’s second-largest military spender, after the US as the
world’s second-highest military spender.? For 2026, China
plans to allocate CNY 1.94 tn (USD 282 bn), up 6.9 per cent
from the previous year, continuing 11 straight years of single-
digit growth to modernise technology like Al.22 While the total
budget grows, China's 2025 Al-specific capital expenditure is
expected to reach up to USD 98 bn, with significant investment
aimed at military Al, biotechnology, and autonomous systems
to counter the US.%

o Chinese military leaders believe the form of warfare is
changing from today’s ‘Informatised’ warfare to future
‘Intelligentised’ warfare.?* Chinais rapidly expanding its military
technology through major investments in 6™ generation
fighters, stealth drones, and 500-ton stealth drone ships.?®> On
05 Mar 2026, China unveiled major development targets in its
five-year plan for 2026-2030. The country aims to seize the
commanding heights of science and technological
development and achieve decisive breakthroughs in key core
technologies.?® Notably, in order to gain technological
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dominance by 2035, Chinese President Xi Jinping, on 08 Jul
2026, asked Chinese scientists and engineers to make the
country a leading power in science and technology by 2035 to
achieve high-level self-reliance.?’

India

o India initiated its defence Al efforts in Feb 2018 by forming
a Task Force on Al under the Ministry of Defence (MoD). In Feb
2019, based on the recommendations of the task force, the
Defence Artificial Intelligence Council and the Defence Al
Project Agency were established.?® In Aug 2019, an Al
roadmap for Defence Public Sector Undertakings (DPSUs) was
released. The MoD showcased Al adoption at the ‘Al in
Defence’ symposium and exhibition in 2022. At the event,
Defence Minister Shri Rajnath Singh unveiled 75 products that
were made with the help of DPSUs, private companies,
universities and research organisations.?® Later, in Oct 2024,
the Defence Research and Development Organisation (DRDO)
launched the Evaluating Trustworthy Al Framework, a risk-
based assessment model designed to integrate safe, secure,
and reliable Al into critical defence operations.*°

o India has allocated a record INR 7.85 lakh cr (USD 93.5
bn) to the MoD for the fiscal year 2026—-27, marking a 15.19 per
cent increase from the previous year.®! While Al does not yet
feature as a separate budget head in India, reports estimate
roughly INR 100 crore per year earmarked explicitly for military
Al projects, supplemented by broader national allocations like
the INR 1,000 cr India Al Mission.*? DRDO laboratories such as
the Centre for Artificial Intelligence and Robotics (CAIR) are
working on Al-enabled unmanned aerial vehicles, humanoid
robots, and secure indigenous defence software for secure
battlefield communication and information management
systems.®®* A notable CAIR accomplishment is the Al
techniques for net centric operations project, a modified
technology group for knowledge-based creation, semantic
information handling, inference reasoning, and event
correlation.®* Other notable CAIR projects are the multi-agent
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robotics framework, such as the ‘Wall Climber robots and
‘Snake Robots’.%°

o Indeed, India is accelerating Al adoption in defence to
boost operational efficiency, surveillance, decision-making, and
self-reliance in future warfare. In Sep 2025, India released a 15-
year defence roadmap (2025-2040) focused on Al, hypersonic
technologies and capabilities for future warfare, charting a
major modernisation path to address emerging challenges over
the coming decades.®® By Feb 2026, the MoD had signed 548
contracts under the Innovations for Defence Excellence (iDEX)
initiative covering Al, autonomy, and other advanced
technologies, engaging more than 676 startups, micro, small,
and medium enterprises and individual innovators.3” A total of
106 Al-based projects have been recognised, while 40 Al-
based tools have entered defence operations.®® India is
pursuing a multi-layered security approach, prioritising 75
projects centred on Al, drone swarms, and cybersecurity,
emphasising indigenisation as part of the Atmanirbhar Bharat
(Self-Reliant India) drive.%

In comparison, the US, China, and India differ significantly in
their military Al capabilities, budget scale, and strategic doctrines.
The US has a long history of integrating Al into its defence strategy
and maintains a massive computational and financial advantage.
China has achieved parity or near-parity with the US in specific
domains, supported by substantial state funding. India currently lags
behind the US and China in raw computational power and operates
with a significantly smaller defence Al budget. However, India
manages its military Al shortcomings through a phased capability
roadmap, institutional oversight, and a push for domestic
technological self-reliance.

Challenges in the Use of Artificial Intelligence in Defence

Implementing Al in defence offers significant benefits, but it also
presents challenges across technical, ethical, legal and operational
domains. Technical challenges include ensuring data security,
addressing algorithmic bias, meeting heavy computational demands,
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and maintaining system reliability in unpredictable combat
environments.*® Ethical challenges include the potential erosion of
human oversight and accountability in lethal decisions, biased
targeting outcomes, and difficulties in assigning responsibility for
potential war crimes.*! The legal challenges include accountability for
autonomous actions, adherence to International Humanitarian Law,
and biases embedded in algorithms.*?> Operational challenges
include limited transparency, scarcity of labelled training data,
algorithmic bias, and integration issues with legacy systems.*

Indeed, India's aspirations to become a leading centre for Al
and deep technology face several systemic barriers. Institutional
fragmentation within India’s Al landscape creates significant gaps in
funding, compute infrastructure, and regulatory uncertainty.
Competition among government bodies, fragmented regulatory
jurisdictions, and hardware dependence disperse resources, create
unequal regional deployment, and hinder scaling indigenous Al
technologies.* On the other hand, India's dependence on imported
Al semiconductors and limited domestic manufacturing capacity
create severe supply chain and geopolitical vulnerabilities as
dependency on foreign manufacturers undermines the strategic
independence of India and the safety of its digital infrastructure.*®

Moreover, despite its vast digital public infrastructure (DPI),
much of its unique data remains unutilised, disconnected, and largely
untapped by local startups.*® Additionally, in India, bureaucratic
hurdles and inter-service rivalries slow down the process of
incorporating Al into defence. The core problem appears to be
bringing civilian scientific capacity together with armed forces
organisations.*” Another problem is the retention of Al talent in India.
2025 ‘Global Al Vibrancy Ranking’, India leads the globe in relative
Al skill penetration. Nevertheless, the country continues to
experience an outflow of Al talent, as professionals seek better
opportunities abroad.*®
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Strategies to Strengthen Artificial Intelligence in Indian Defence

Strengthening Al capabilities within India’s defence sector requires
greater indigenous R&D, stronger public-private partnerships, and
robust data and digital infrastructure to create secure, dependable,
and intelligent systems.

The key strategies to improve Al in Indian Defence are as
follows:

o Foster Indigenous Innovation and Partnerships.
Bridge gaps between DRDO, DPSUs, and private tech firms to
enable agile development. Scale up startup funding via iDEX to
accelerate solutions in Al, sensor systems, and autonomous
unmanned platforms.*°

o Strengthen Data and Digital Infrastructure. Build a
secure national repository of labelled, defence-relevant data to
train algorithms while ensuring data sovereignty. Invest in
domestic high-performance computing centres and consider
indigenously designed semiconductors for sensitive defence
workloads.*°

o Focus Areas for Deployment. Deploy Al-based image-
analytics systems (e.g., Agni-D) for real-time border monitoring
and threat detection. Develop Al-enabled swarm drones for
collaborative surveillance and target identification. !

o Institutional and Human Resource Development.
Empower Defence Al Project Agency to set Al development
standards, standard operating procedures, and intellectual
property rights policies. Introduce specialised Al courses across
defence training institutions.>?

. Ethical Al Frameworks. Maintain human-in-the-loop
architectures for critical life-or-death decisions. Through
initiatives such as Moral and Ethical Systems, Accountable
Governance, National Sovereignty, Accessible and Inclusive,
and Valid and Legitimate (MANAV), India aims to promote an
Al trajectory that advances both technology and human
welfare.>3
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o Strategic Initiatives. Strengthen military decision-
making with wargaming and simulation at centres such as the
Wargame Research and Development Centre, recognising
wargaming’s growing role in operational planning, leadership
development, and doctrinal innovation for multi-domain
operations.>*

Given India's current limitations in matching the scale of
datasets available to the US and China, its defence sector and deep
tech startups are pivoting towards smaller language models and
edge Al to create smarter battlefield systems. India’'s long-term
strategy should emphasise indigenous Al models tailored to domestic
defence datasets and operational requirements. India can improve Al
in its defence sector by accelerating R&D, building a sovereign
military data cloud, and fostering industry-academia collaboration.
Sarvam Al is a notable example selected under the the IndiaAl
Mission’s IndiaAl Innovation Centre pillar to build foundational
models for Indian languages and public services for start-ups,
academia, research institutions, and industry.>®

Conclusion

Al has emerged as a transformative force in the defence sector,
reshaping military operations, decision-making, intelligence,
surveillance, logistics, cyber operations, and autonomous systems.
The comparative analysis of the US, China, and India demonstrates
that Al is increasingly becoming an important component of military
power and strategic competition. However, the trajectory of Al
adoption differs significantly among the three countries because of
differences in technological capacity, financial resources, institutional
structures, and strategic priorities.

For India, the central challenge is not merely to replicate the Al
capabilities of the US or China, but to develop an indigenous,
context-specific defence Al ecosystem. This requires greater
investment in domestic R&D, high-performance computing, secure
defence datasets, semiconductor capabilities, and Al talent. Stronger
cooperation among DRDO, the armed forces, DPSUSs, universities,
start-ups, and established technology companies is equally
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necessary. Institutional mechanisms should also be strengthened to
establish common standards, testing procedures, accountability
mechanisms, and responsible Al principles across defence
applications.
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