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About the Occasional Paper 

This paper examines the growing integration of Artificial 
Intelligence (AI) into military systems within an increasingly 
multipolar and contested global environment, highlighting 
both its transformative potential an   d inherent risks. It 
argues that incidents such as misidentification and fratricide 
underscore the dangers of uncritical reliance on AI and the 
urgent need for ‘Responsible AI in Military’. The paper 
analyses the unique operational, technical, legal, ethical, and 
political challenges associated with military AI, including 
complexity, adversarial environments, and accountability 
gaps. It traces the evolution of Confidence-Building 
Measures (CBMs) from Cold War precedents and advocates 
their adaptation to AI governance. While emphasising 
transparency, cooperation, and human control, it proposes 
capability- and behaviour-based CBMs to mitigate risks of 
escalation and instability. The paper concludes that, in the 
absence of enforceable global regulations, multilateral CBMs 
offer the most practical pathway to ensure responsible, 
secure, and trustworthy deployment of AI in warfare. 
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Introduction 

As the world moves towards multi-polarity amidst 

contestations, conflicts, trade wars, and tariff regimes, one 

technology that has established itself as the most defining and 

transformational contributing factor impacting every field 

today is Artificial Intelligence (AI). In today’s multi-domain 

environment where nation states are trying to impose their 

will on others, AI is all poised to shape the future of warfare 

in multiple ways. However, the civilian deaths due to 

alignment and identification errors in Israel’s Lavender AI 

Systems1, or losing costly equipment to fratricide by 

Ukraine’s Bumblebee AI systems2, have exposed the 

problems in blindly trusting the technology and a 

requirement of responsible fielding and governance.  

The fast pace of advancements in this niche field, 

global AI race, and uncertainty around the development and 

integration of AI-based military systems preclude their 

effective governance and compliance to standards, which 

often trail their deployment. Presently, it is mostly left to 

voluntary adoption of certain governance principles, with 

little articulation of the details and methodology for their 

implementation, adherence, and compliance. The 

complexities involved in design, development, and fielding of 

Responsible AI in Military (ReAIM) systems and challenges 

thereof introduce a new stack of risks to the security 

environment. Traditional instruments dealing with risk 

prevention and incident management in the international 

security environment may not be equipped and capable of 

handling these emerging and evolving challenges and risks 

emanating from the use of AI in military domain. The 
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inevitable push for increasing use of AI in warfare makes it 

imperative for the international community to prioritise 

formulation, adoption, and adherence to Confidence-

Building Measures (CBMs) to mitigate the risks of misuse of 

these systems, which may lead to unforeseen incidents and 

inadvertent escalation of situations and dangerous 

consequences. 

Responsible Artificial Intelligence 

In the military domain, the application of Responsible AI 

(RAI) assumes heightened significance due to the unique 

operational, ethical, and strategic implications involved. It is 

an approach to designing, developing, assessing, and 

deploying AI systems in a way that is safe, ethical, and 

trustworthy, keeping human goals and values central to the 

design.3 It involves a set of 

principles that guide the design, 

development, deployment, and 

use of AI, ultimately building trust 

in AI solutions that empower 

organisations and all stakeholders. 

Key aspects of RAI4 include the 

following. 

 Alignment with 

Values. Development 

and fielding of RAI 

systems need to consider 

the broader societal 

impact of the same and 

should be aligned to the 

In the military 

domain, the 

application of 

responsible 

artificial 

intelligence 

assumes 

heightened 

significance due to 

the unique 

operational, 

ethical, and 

strategic 

implications 

involved. 



3 
 

ethical standards, values, legal standards accepted by 

the society. 

 Focus on Outcomes. RAI acts as a guide for 

AI decision makers, from defining the basic purpose 

of systems to user interaction and outcomes. 

 Mitigation of Risk. The aim of RAI is to 

embed ethical principles into AI applications and 

workflows to mitigate the risks and negative 

outcomes associated with use of these systems, while 

maximising positive outcomes. 

 Framework for Challenges. RAI serves as a 

framework for organisations to figure out how to 

address legal and ethical challenges concerning AI 

systems. 

Responsible Artificial Intelligence for Military  

Pending global consensus and standardisation of the 

principles of RAI, their adoption, and implementation 

frameworks have been left to various nations to decide upon. 

However, following peculiarities 

of military applications make it 

critically important for them to 

imbibe responsibility throughout 

their lifecycle. 

High Impact. Military 

applications have a significantly 

high impact factor compared to 

other departments, which could 

even involve use of lethal force 

and take precious human lives.     

Military 

applications have a 

significantly high 

impact factor 

compared to other 

departments, 

which could even 

involve use of 

lethal force and 

take precious 

human lives. 
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This risk of making an error while taking existential decisions 

differentiates it from other sectors or departments where the 

consequences may only lead to financial loss. 

Enormous Complexity. The functions and decisions 

involved in military AI systems are often enormously 

complex and a combination of multiple factors, both tangible 

and intangible. Many of them are not easily measurable or 

clearly discernible, forcing decisions which considerably 

depend on intuitive reasoning and experience. The systems 

often comprise of multiple sub-systems, working on different 

sub-fields of AI. 

Adversarial Environment. Unlike other deployments, 

military AI systems must operate against an adaptive, 

dynamic, and intelligent adversary, making it difficult to work 

in an intended manner by deceiving, manipulating, or 

neutralising the technology. Moreover, these adverse actions 

are not available to check or verify 

the systems in normal course of 

deployment and fielding. Thus, 

robustness against unknown cyber 

threats, electronic warfare, and 

deliberate deception are more 

important for military AI systems 

compared to other systems. 

Operational Momentum. The 

pace of operations and events 

often necessitates the decisions to 

be taken in such short time spans 

that puts immense pressure on the 

decision makers and their team. 

Military artificial 

intelligence 

systems must 

operate against an 

adaptive, dynamic, 

and intelligent 

adversary, making 

it difficult to work 

in an intended 

manner by 

deceiving, 

manipulating, or 

neutralising the 

technology. 
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This increases the probability of these decisions to be error 

prone. 

Asymmetric Risks Involved. Risks involved with military 

systems and decisions are asymmetric in nature and weight of 

consequences and strategic ramifications could be very 

heavy, shrinking the leeway for errors and corrections. 

Compliance to International Humanitarian Law (IHL). 

The legal and ethical obligations of compliance to IHL5 and 

Laws of Armed Conflict, in addition to other local 

governance and legal bindings, far exceed these bindings in 

civil contexts. 

Constantly Evolving Scenarios. Unlike commercial world, 

the military threats and operational scenarios are very 

dynamic and ever evolving. This enhances the degree of 

difficulty and challenges of building a system, which works 

equally effectively in all different scenarios.  

Limitation Related to Training of the System. Training 

data to train the systems is often not readily available owing 

to the security classification and concerns or other technical 

reasons, precluding requisite training of the AI-based systems 

being planned or fielded.  

Miscellaneous Aspects. Other 

miscellaneous aspects like non-

availability of requisite hardware 

and software, integration with 

legacy systems, heterogeneity of 

equipment and systems, 

inadequately skilled human 

resource, long procurement 

Unlike commercial 

world, the military 

threats and 

operational 

scenarios are very 

dynamic and ever 

evolving. 
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gestation periods, and policy restrictions, etc. considerably 

differentiate the fielding environment of AI systems in 

military6, as compared to other organisations or departments.  

Challenges to Responsible Artificial 

Intelligence for Military 

The challenges to implementation of ReAIM can be divided 

into following categories: 

 Operational Challenges. Immense 

complexity of the military AI systems and their 

dependence on various tangible and intangible 

factors make their fielding extremely challenging. The 

concerns around the warfare becoming 

impersonalised—devoid of compassion, empathy, 

reality, and adherence to IHL and Rules of 

Engagement (RoE) accentuate the challenges. Use of 

AI-based autonomous systems and platforms are 

bound to commence an AI arms race, to field better 

and more sophisticated 

systems into warfare, 

leading to enhanced 

lethality and precision.  

 Technical 

Challenges. The 

technical challenges of 

designing, developing, 

and deploying secure 

ReAIM systems get 

pronounced due to 

Immense 

complexity of the 

military artificial 

intelligence 

systems and their 

dependence on 

various tangible 

and intangible 

factors make their 

fielding extremely 

challenging. 
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constraints due to difficult service conditions and 

data availability.  

 Moral Challenges. It is a significant 

challenge to make AI systems imbibe human moral 

qualities7, as many military decisions are a mix of 

human emotions and professional knowledge and 

experiences. The challenge is to have AI systems also 

imbibe some emotions and use the correct, healthy 

mix of the same to take professional decisions. There 

is also a danger of AI systems falling into wrong 

hands or being used for inimical activities.  

 Legal Challenges. These challenges 

emanate from the dissipation of responsibility while 

employing a complex AI system.8 Who could be held 

responsible for an illegal behaviour of such a 

system—designer, developer, user, operator, or 

decision maker? The challenge is to program the 

principles of IHL and legal bindings into the AI 

systems and make them abide by the same in all 

conditions and situations.  

 Political Challenges. Availability of new 

and relatively easier military technology may lead to a 

tendency lower than the 

threshold of conflict, 

thereby, violating the Jus 

Ad Bellum (Right to War) 

principle of the IHL and 

blaming the consequences 

to ‘Deviations’ by AI.9 

It is a significant 

challenge to make 

artificial 

intelligence 

systems imbibe 

human moral 

qualities. 
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 Social Challenges. AI systems would 

influence a soldier’s psychological state. The positive 

effect could be to reduce stress; however, use of 

autonomous systems would make the battle 

anonymous. They could make mistakes, with severe 

consequences and casualties, which could lead to 

severe mental and psychological stress and problems. 

Background of Confidence-Building Measures 

These measures were coined during the Cold War, when the 

United States and Soviet Union tried to establish 

communication channels to reduce the risk of nuclear 

conflict.10 These comprised of the ‘Hotline Agreement’ 

(1963), ‘Incidents at Sea’ (1972), and ‘Helsinki Final Act’ 

(1975), which allowed the voluntary exchange of information 

and notification of major military activities. In the context of 

militaries and arms control, CBMs can be defined11 as 

“Planned procedures to prevent hostilities, to avert 

escalation, to reduce military tensions, and to build mutual 

trust between countries”. These 

measures are fundamentally 

voluntary and flexible, and can be 

unilateral, bilateral, or multilateral 

in nature, and are meant to clarify 

the intent and establish the basic 

understanding of military actions, 

exercises, and operational 

constraints under which the 

systems could be employed. They 

fall in the following two broad 

categories: 

Confidence-

building measures 

can be defined as 

“Planned 

procedures to 

prevent hostilities, 

to avert escalation, 

to reduce military 

tensions, and to 

build mutual trust 

between 

countries’. 
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 Capability-based CBMs. These refer to 

disclosures of capabilities of AI systems that a state 

possesses. 

 Behaviour-based CBMs. These refer to the 

way a state would act in a specific operational 

situation.  

Requirement of Confidence-Building Measures 

in Responsible Artificial Intelligence for 

Military 

Integration of AI into critical and operational military 

systems introduces a complex landscape of multi-

dimensional risks. These unique taxonomies of challenges 

and risks emanate from technical vulnerabilities and 

operational failures, which in military domain could have 

profound ethical and strategic implications. The severe 

nature of the damage that these systems can inflict 

necessitates a specialised trust and governance framework for 

building confidence between the states planning to use these 

systems. In the realm of 

responsible use of AI, CBMs12 

are flexible, voluntary, and 

mutually agreed tools designed 

to build transparency and trust in 

AI systems and give out rules of 

their utilisation. These 

developments of a shared 

understanding of goals, 

capabilities, limitations, risks, 

and challenges of use of military 

Integration of 

artificial 

intelligence into 

critical and 

operational 

military systems 

introduces a 

complex landscape 

of multi-

dimensional risks. 



10 
 

AI systems are aimed to prevent competitive pressures, 

which could lead to irresponsible and unsafe use of these 

systems. The need for these CBMs emanate from the 

following risks and challenges. 

Conflicting Paradigms. Fundamentally, AI is a 

probabilistic technology13, heavily dependent on the ability of 

machines to learn cognitive functions, mostly by iterative 

feedback, which keep increasing the probability of the 

machines taking ‘Correct’ decisions. In contrast, the desired 

outcome of all military operations is a “Definite and assured 

victory over the enemy”. It is for the first time that a 

probabilistic technology is being employed for achieving 

definitive results.  

Technical Vulnerabilities. AI systems have the following 

vulnerabilities, which could result into unique technical 

failures in complex and high-stakes applications: 

 Algorithmic Brittleness. AI systems often 

perform sub-optimally or even fail when they 

encounter scenarios that deviate even slightly from 

their training data. In a complex military operational 

environment, which is a 

function of numerous 

factors, training a system 

in exactly similar 

environment is next to 

impossible. Hence, the 

behaviour of systems in 

such an environment is 

always suspected. 

Artificial 

intelligence systems 

often perform sub-

optimally or even 

fail when they 

encounter scenarios 

that deviate even 

slightly from their 

training data. 
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 ‘Black Box’ Problem. Neural networks-

based AI systems lack interpretability, making it 

difficult for human operators to understand the 

rationale behind a specific decisions or outputs. This 

makes it difficult for the user or commander to 

establish trust on the system. 

 Cybersecurity Risks. AI systems are 

vulnerable to hostile or adversarial attacks, including 

hacking, data poisoning, spoofing, and manipulation 

of sensors. 

 Design Vulnerabilities. Functionality is 

often prioritised over security requirements while 

initially designing a system, often leading to a 

software that is inherently insecure in hostile or 

contested environments. 

Operational and Strategic Risks. The speed and autonomy 

of AI can lead to unintended outcomes that may be 

impossible to correct in time. These include the following: 

 Unintended Targeting and Inadvertent 

Escalation. Incorrect logic or wrong target 

identification can result in 

use of force against 

unintended objects or 

persons, resulting in an 

unacceptable collateral 

damage and can spiral 

into inadvertent 

escalation. 

 

The speed and 

autonomy of 

artificial. 

intelligence can 

lead to unintended 

outcomes that may 

be impossible to 

correct in time. 
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 Strategic Instability. The speed of AI 

systems creates ‘First-Strike Instability’, where actors 

are incentivised to strike pre-emptively to gain a 

tactical advantage before an adversary’s system can 

react.  

 Magnitude of Failure. Risks are 

significantly aggravated if AI is integrated with 

weapons of mass destruction or launch platforms. 

Human–Machine Teaming Challenges. There are 

significant psychological and coordination hurdles in 

operationalising the man–machine teaming. These could be 

categorised as under: 

 Automation Bias. This represents a 

condition when users or operators blindly trust the 

AI system, without checks and balances. They may 

under-trust it, resulting into repeated overrides, 

thereby, nullifying the advantages of the same.  

 Cognitive Overload. The logic behind AI 

Systems’ decision-making and opting for a specific 

course of action may be considerably difficult for 

human users or operators to understand. This may 

result into cognitive 

overload and trust deficit 

on the system itself. 

 Meaningful 

Human Control. 

Maintaining appropriate 

control and judgement 

over critical decision-

making and utilisation of 

There are 

significant 

psychological and 

coordination 

hurdles in 

operationalising 

the man–machine 

teaming. 
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force, especially in Lethal Autonomous Weapons 

Systems (LAWS), remains a challenge. 

Ethical and Legal Aspects. The undermentioned ethical 

and legal aspects merit consideration in respect of the AI 

adoption for critical functions: 

 Unclear Accountability. The clarity with 

respect to the accountability of erroneous decision 

between the programmer, the system manufacturer 

or the user or commander is difficult to establish, 

especially in case of deep neural network14 based 

systems.  

 Legal Compliance. Legal compliance with 

respect to AI being able to perform the qualitative 

and subjective assessments required for the principles 

of IHL i.e., distinction, proportionality, and military 

necessity in complex combat zones, is difficult to 

achieve. 

 Dehumanisation. Algorithms deciding over 

the use of force and life-and-death decisions may not 

be considered moral and deem to de-humanise 

warfare. 

Governance and Transparency 

Challenges. Following 

governance challenges call for 

trust building through CBMs: 

 

 

 

Algorithms 

deciding over the 

use of force and 

life-and-death 

decisions may not 

be considered 

moral and deem to 

de-humanise 

warfare. 
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 Lack of Global Norms or Laws. There is 

no international law, treaty, or even consensus on 

regulating or restricting use of AI and LAWS.  

 AI Arms Race. AI arms race and associated 

pressures may propel nations to take shortcuts while 

testing, validation, and evaluation to deploy 

technology faster than adversaries. This, coupled 

with algorithmic opacity, Intellectual Property (IP) 

rights, trade secrets, and national security 

confidentiality may result in deployment of AI 

systems15 getting into a dangerous spiral, laden with 

irresponsible and irrational behaviour. 

Building Confidence in Responsible Artificial 

Intelligence for Military Systems 

A combination of capability and behaviour-based measures 

are required to build credible confidence in utilisation of a 

complex technology like AI in critical military systems. 

Though it is certain that voluntary 

declaration of actual capabilities 

by belligerent nations may just be 

a utopian and theoretical 

construct, institutionalisation of 

behaviour-based CBMs is a 

definite possibility and is being 

attempted by various 

international organisations and 

forums like the United Nations, 

Organisation for Economic 

Cooperation and Development, 

and Institute of Electrical and 

Artificial 

intelligence arms 

race and 

associated 

pressures may 

propel nations to 

take shortcuts 

while testing, 

validation, and 

evaluation to 

deploy technology 

faster than 

adversaries. 
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Electronics Engineers. These measures aim at achieving 

transparency and cooperation. 

Measures for Transparency 

Transparency involves disclosures of information to allow 

users or auditors to monitor internal functioning of the 

systems. This could be achieved through the following 

measures: 

 Voluntary Information Exchange on 

Policies. Sharing of AI strategies, ethical principles, 

and legislative frameworks by nation states. 

 Creation of Algorithmic Registries. 

Accessible repositories16 of algorithms to help 

understand how various AI systems work and data 

used to train them. 

 Dialogues between Stakeholders. Periodic 

exchange of ideas, policies, procedures, doctrines, 

and RoE between stakeholders including militaries to 

improve understanding of the capabilities and 

application of AI-enabled systems. 

Measures for Cooperation 

These measures aim at 

establishing common 

understanding17 of the concepts 

and approach towards 

development and deployment of 

AI systems: 

 

Transparency 

involves 

disclosures of 

information to 

allow users or 

auditors to 

monitor internal 

functioning of the 

systems. 
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 Designate Points of Contact (PoCs). 

Specific PoCs for technical, policy, and diplomatic 

functions could enhance cooperation and ensure 

faster interaction during incidents. 

 Shared Terminology. A common glossary 

or dictionary of technical terms could avoid mis-

interpretations and enhance understanding of each 

other’s actions. 

 Capacity Building. Integration of the 

nations of Global South through capacity and 

capability development and building trust. 

 Sharing of Best Practices. Best practices in 

the field of design, development and deployment of 

AI systems and use-cases may be shared between the 

nations to increase cooperation. 

 Legal Reviews (Article 36). Sharing of 

information on legal aspects of ReAIM systems and 

related technologies and methodologies for 

conducting legal reviews 

of AI-based weapon 

systems would enhance 

the cooperation in this 

field. 

 

 

 

 

 

Best practices in 

the field of design, 

development and 

deployment of 

artificial 

intelligence 

systems and use-

cases may be 

shared between 

the nations to 

increase 

cooperation. 
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Recommendations for Confidence-Building 

Measures 

Policy and Governance. 

 ReAIM Doctrines and Red Lines. It is 

recommended that nations should clearly lay down 

their ReAIM doctrines and policies, with specific 

mention of their red lines to establish accountability 

and trust. 

 Human Control. It has been an established 

norm to have significant human control over critical 

decision-making by AI systems to include targeting 

and weapon release. Mechanisms to ensure its 

implementation are recommended to be formulated18 

and promulgated for ensuring the same. 

 Responsibility Frameworks. Nations are 

recommended to not only give out strategic 

constructs but also their implementation 

frameworks19 for ReAIM, including their oversight 

mechanisms for ReAIM 

systems.  

Transparency and 

Communication. 

 Articulation of 

Principles. Nation states 

are recommended to not 

only clearly articulate their 

ReAIM principles20, but 

also to give out the 

It has been an 

established norm 

to have significant 

human control 

over critical 

decision making 

by artificial 

intelligence 

systems, to include 

targeting and 

weapon release. 



18 
 

procedural implementation aspects with respect to 

the same.  

 Operational Communication Channels. 

Establishment of effective multilateral 

communication channels between nations to clarify 

capabilities, doctrines, and code of conduct. Crisis 

communication hotlines21 for AI-related incident 

reporting and management may be thought of. 

 Voluntary Disclosures. As a norm, high-

level military AI applications and breakthroughs that 

may engender autonomous warfare and escalation 

should be voluntarily disclosed. 

Technical and Design Aspects. 

 Responsible Design and Deployment. 

The designing and deployment of RAI systems with 

a thorough understanding of requirement and 

constraints is an 

operational imperative.  

 Explainable and 

Auditable Systems. 

Responsible by design AI 

systems for mission-

critical applications must 

be complied with, to keep 

them explainable and 

auditable. 

 

 

As a norm, high-

level military 

artificial 

intelligence 

applications and 

breakthroughs 

that may engender 

autonomous 

warfare and 

escalation, should 

be voluntarily 

disclosed. 
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 Graceful Degradation. ReAIM systems 

could incorporate features like fail-safe and graceful 

degradation modes to counter cyber threats. 

Operational CBMs. 

 Gradual Enhancement of Roles. As the 

technology matures and systems get tested and 

validated, enhancement of roles like decision support 

to semi-autonomous weapons systems could be 

considered. 

 Operator Training and Certifications. 

Training on responsible usage, limitations, ethical and 

legal considerations of AI systems is an operational 

imperative for their successful deployment. Periodic 

reviews and certifications are necessary for training 

on updates and improvements in the systems. 

 Sharing of Experiences. Sharing of 

experiences to include incident reports, RoEs, and 

after-action reviews with other nations to take 

corrective actions and improvements. 

Testing, Evaluation, and Assurance CBMs. 

 Simulation and 

Testing. Nations must 

undertake simulation-

based testing for 

maximum possible 

operational conditions 

prior to fielding of AI 

systems to minimise 

errors.  

Periodic reviews 

and certifications 

are necessary for 

training on 

updates and 

improvements in 

the systems. 
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 Red-Teaming and Testing. Red-teaming 

based on adversarial testing and audits to improve the 

system and ensure traceability and forensics must be 

made compulsory for deployment. 

 Lifecycle Governance. Governing AI 

system across their lifecycle, from design to 

deployment and exploitation, must be considered 

with re-calibration after major model and data 

updates. 

International and Multilateral CBMs. 

 Dialogues. Multilateral dialogues on ReAIM 

systems (Track 1, 1.5, and 2)22 to build confidence. 

 Sharing of Norms. Sharing of various 

norms on human and escalation control and steps to 

align the code of conduct with IHL. 

 Joint Exercises and Information Sharing. 

Joint table-top exercises on AI-related crisis scenarios 

and exchange of information on safety, on the lines 

of aviation and cyber safety, would go a long way in 

building confidence. 

Legal and Ethical CBMs. 

 Legal 

Alignment. Explicit 

alignment with IHL, 

constitution, and Laws of 

Armed Conflict and 

periodic legal reviews 

would facilitate 

confidence building. 

Governing 

artificial 

intelligence system 

across their 

lifecycle must be 

considered with 

re-calibration after 

major model and 

data updates. 
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 Ethical Review. Formulation of ethical 

review boards within the organisation to institute 

mechanisms for investigation and correct AI-related 

issues would build confidence.  

Trust within Military Ecosystem. 

 Sovereign Model and Systems. 

Development of sovereign AI models and systems to 

ensure training, testing, and deployment aligned to 

own problems is the need of the hour in order to 

instil trust. 

 Collaborations. Civil–military–industry–

academia collaboration for working towards AI 

safety and adherence to standards. 

 Interoperability and Standardisation. 

Common standards for interoperability and testing 

across the three services and with trusted partners 

would enhance confidence. 

Challenges in Implementing CBMs in ReAIM. Despite 

the immense benefits of implementing CBMs in ReAIM, it 

faces following important 

challenges: 

 Design and 

Development. 

Understanding the exact 

requirement, design, and 

development of accurate 

sovereign models, 

availability of accurate 

training data thorough 

Common 

standards for 

interoperability 

and testing across 

the three services 

and with trusted 

partners would 

enhance 

confidence. 
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testing and unbiased deployment of AI military 

systems is a very complex and difficult task, which 

gets accentuated by limited understanding and short 

tenures of commanders or users.  

 Technical Gaps. Lack of common 

terminology regarding what constitutes AI or 

‘Autonomy’ in a military context hinders formulation 

of protocols and rules, which are a pre-requisite for 

building confidence. ‘Black Box’ nature of deep 

neural networks-based systems make transparency 

technically challenging. 

 Trade-off between Principles. Despite of 

adoption of ReAIM principles by various nations, 

there is a technical limitation of ‘Ability to Code’ 

these theoretical constructs and principles into 

algorithms. There is also a challenge of these being 

divergent to each other, leading to a requirement of 

trade-off between them, based on the applications or 

functions that these systems are designed to perform. 

 National Security and IP. Considerable 

reluctance in disclosing military AI capabilities due to 

confidentiality 

requirements and 

tendency of vendors to 

strictly protect their IP to 

maintain their lead in 

competition reduces 

confidence in the systems. 

‘Black Box’ nature 

of deep neural 

networks-based 

systems make 

transparency 

technically 

challenging. 
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 Verification Problem. Unlike physical 

platform-centric weapon systems, verification of 

software-based AI systems is very difficult and 

complex to accomplish.  

 Performance Transparency. This refer to 

the problem where the true performance of the AI 

systems is not correctly reflected and their capabilities 

are often exaggerated, which erodes confidence. 

Conclusion 

As the advancements in niche technology like AI and its rapid 

proliferation in modern warfare are expected to progress and 

neither strict governance or control nor a blanket ban on its 

utilisation is feasible, multilateral CBMs appear to be the only 

pragmatic solution to the responsible development and 

deployment of AI military systems. It is through these CBMs 

that effective guardrails are implemented, to ensure that this 

niche technology is fielded in a responsible and reliable 

manner, under human control. 

There is a requirement to increase 

the commitment of nations 

towards these CBMs and arrive at 

mutually acceptable code of 

conduct with respect to the use of 

this powerful technology in the 

best possible interest of humanity 

for a safer and prosperous 

tomorrow. 

  

Unlike physical 
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artificial 

intelligence 

systems is very 

difficult and 

complex to 

accomplish.  
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