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About the Occasional Paper

This Occasional Paper examines the effectiveness of
economic sanctions as a tool to counter state-sponsored
terrorism, analysing key case studies including North Korea,
Iran, Russia, and Libya. It argues that while sanctions can
impose significant economic costs and signal international
disapproval, they often fail to alter core strategic behaviour,
particularly when regime survival, ideological commitments,
or geopolitical interests are at stake. The study highlights how
targeted states adapt through illicit networks, alternative
alliances, and asymmetric strategies such as cyber operations
and proxy warfare. It further evaluates the role of the United
Nations, UNSC resolutions, and institutions like the
Counter-Terrorism Committee and FATF in shaping global
counter-terrorism  efforts. The paper concludes that
sanctions, in isolation, are insufficient and must be integrated
with diplomacy, multilateral coordination, and strategic
engagement to achieve sustainable outcomes.






Introduction

Sanctions are a common tool used by international
community to deter states from engaging in behaviours
which are considered threats to global peace and security.
Sanctioning countries as a means of countering state-
sponsored terrorism can be partially effective, but its success
depends on several factors. While sanctions can significantly
damage a country’s economy, limiting its ability to finance
terrorist groups and their operations, they signal international
disapproval, deterring other countries from engaging with the
sanctioned state and entities. The sanctions can be used as a
leverage to bring countries to the negotiation table to initiate
policy changes.

Countries deeply committed to supporting terrorism
may not change under pressure alone. They may find
alternate economic partners or alliances to rely on illicit
networks to circumvent sanctions. The lack of coordination
among the countries or institutions makes the impact of
multilateral sanctions more diluted. In the case of Libya, the
pre-2003 sanctions, coupled with diplomatic engagement,
contributed to Libya renouncing Weapons of Mass
Destruction (WMD) and its ties
with terrorism. In case of the | Sanctioning
Democratic People’s Republic of | countries as a means

Korea (DPRK), though heavily | Of countering state-
sponsored terrorism
can be partially
effective, but its
success depends on
(smuggling) and  cybercrime. | sayeral factors.
Moteover, while sanctions

sanctioned, it has continued its
military and covert activities
through organised crime

significantly ~constrained Iran’s
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economy, they failed to compel a change in its foreign policy
behaviour.

States that support terrorism covertly bypass
effective punitive actions under the United Nations (UN)
resolutions. Political realities like geopolitical alliances
influence whether a state will be penalised for sponsoring
terrorism. For instance, states like Syria and Iran that support
insurgent groups or proxies in conflicts may evade sanctions
or international action due to their strategic importance.
Despite international sanctions, countries like the DPRK,
Iran, Russia, and Libya pursued controversial foreign policy
objectives.

Democratic People’s Republic of Korea

The DPRK, one of the most heavily sanctioned countries in
the wotld, has faced decades of international sanctions in

response to its nuclear weapons programme, ballistic missile

tests, and human rights abuses. -
The Democratic

People’s Republic of
. ' Korea, one of the
and often provocative foreign | st heavily
policy, successfully circumventing | sanctioned countries
international pressure to sustain | inthe world, has
and advance its  strategic faced decades of
international
sanctions in

Since its first nuclear test response to its
in 2006, the DPRK has been | nuclear weapons
subjected to sanctions. The UN | programme, ballistic

Security Council (UNSC) has | Missiletests, and
human rights

abuses.

Despite these measures, it has

persistently pursued an assertive

objectives.

passed multiple  resolutions,

imposing economic and military
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sanctions on it. These resolutions represent the core of
international sanctions architecture targeting the DPRK. The
sanctions expanded the arms embargo, prohibited trade in
dual-use goods, and strengthened financial restrictions. They
imposed broad sectoral sanctions and capped oil imports.'

The United States (US), European Union (EU), and
other countries have imposed unilateral sanctions against the
DPRK to force denuclearisation and curb destabilising
behaviour, isolating it economically and diplomatically. The
US has imposed extensive unilateral sanctions over the
DRPK’s nuclear and ballistic missile programs, human rights
violations, proliferation, and financing of WMD, and illicit
cyber activities. These sanctions are primarily administered
by the Office of Foreign Assets Control under the US
Department of the Treasury.

The EU has implemented autonomous as well as
UN-mandated sanctions against the DPRK in response to
regional and global security threats. The sanctions are
governed under the EU’s Common Foreign and Security

Policy, which are implemented The European

through EU Council Decisions | nion has
and  Regulations. The EU | implemented
continues to renew restrictive | autonomous as well

measures annually with constant | @5 United Nations-
mandated sanctions
against the
Democratic People’s

N . . Republic of Korea in

updates from its constituent
member states. It supports
diplomatic ~ dialogue with a

remain in force until verifiable | and global security

denuclearisation.? threats.




Despite these measures, the DPRK has not only
persisted with its nuclear program but also intensified
weapons testing and provocation. It has repeatedly violated
international agreements and norms, demonstrating the
regime’s resilience and commitment to self-reliance and
power projection. It has remarkably adapted through illicit
trade and finance, cyber operations, diplomatic manoeuvring,
and strategic alignment with global rivals of the West, namely
Russia and China. The DPRK has developed sophisticated
smuggling operations to import prohibited goods and export
commodities such as weapons. It employs transhipments at
sea and the use of front companies based in China, Malaysia,
and Southeast Asia to evade trade restrictions.’

The DPRK has developed a sophisticated cyber
capability for financial crimes which has become a major
source of revenue for the regime. It is alleged to be behind
numerous high-profile cyberattacks, including the 2016
Bangladesh Bank heist and ransomware operations such as
2017 WannaCry outbreak. These operations facilitated to

generate foreign currency while -
The Democratic

People’s Republic

of Korea has
Despite its pariah status, | developed a

the DPRK has maintained and | sophisticated
expanded diplomatic ties with | cyber capability

bypassing traditional financial
restrictions.

countries such as Russia, China, | for financial

and Iran. It has used summit | crimes which has
diplomacy engaging with the US, | become a major
Russia, China, and South Korean | source of revenue
counterparts to stall and extract | for the regime.
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concessions without giving up its nuclear capabilities.’

Despite facing stringent international norms, the
DPRK continues to pursue a controversial and aggressive
foreign policy to operate outside international norms.
Despite these sanctions, it has continued to test nuclear
weapons and ballistic missiles in direct violation of
international norms.’® It launched multiple intercontinental
ballistic missiles, including Hwasong-17, capable of reaching
the US mainland.” In the context of global shifts, it has shown
its willingness to engage in realpolitik to ensure regime
survival and relevance. It has moved closer to Russia and
China, and facilitated arms transfers from the DPRK to
Russia during the Ukrainian conflict that defies arms

embargoes.’

The DPRK uses state-controlled media for internal
propaganda, to frame sanctions as evidence of foreign
aggression and Western imperialism and to justify its
militarised foreign policy. The regime continues to emphasise
self-reliance and military-first policy, which serves as both a

national identity and a foreign
The regime

policy stance.” Its continued )
continues to

geopolitical manoeuvring -
underscores the limitations of en;_phaSISe Zelf_
sanctions and the resilience of its re_l_ance a_n
. . military-first
authoritarian regimes. It used . .
policy, which

agoressive foreign policy as a tool
&5 sh policy serves as both a

national identity
and a foreign
policy stance.

to prioritise regime survival and
military strength over international
cooperation, especially when a state

is willing to operate outside

international norms.



Iran

Since 1984, the US has designated Iran as a ‘State Sponsor of
Terrorism’ and imposed a series of sanctions, escalating over
time. Iran has long been subject to such measures due to its
alleged sponsorship of terrorism and destabilising activities
across the West Asia. Despite years of extensive and evolving
sanctions, Iran has persisted in its controversial foreign policy
objectives. It has continued to provide financial and military
support for groups such as Hezbollah in Lebanon, Hamas
and Palestinian Jihad in Gaza, Shi’a militants in Iraq and Syria,
and Houthi rebels in Yemen." These groups extended
Iranian influence and acted as deterrents. Iran’s strategic
objective has been to protect influence and counter regional
rivals, namely Saudi Arabia and Israel, often through proxy
groups and asymmetric warfare.

The case of Iran is a prime example of both the
strengths and limitations of using sanctions to counter state
sponsorship of terrorism. It shows clearly that sanctions can
inflict serious economic damage but are not always effective
at altering core strategic behaviour, particularly when national
security or ideological goals are at stake. The ideological and

strategic importance of Iran’s | The case of Iran is
foreign policy objectives | g prime example
outweighed economic pressure | of hoth the

due to sanctions. strengths and
limitations of using
sanctions to
counter state
sponsorship of
terrorism.

Multilateral sanctions on
Iran refer to  coordinated
international sanctions imposed
by  multiple countries  or

international bodies primarily in
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response to Tehran’s nuclear program and concerns over its
compliance with non-proliferation obligations. The US, EU,
and the UN have imposed successive sanctions targeting oil
exports, arms trade, access to international financial systems,
and dual-use goods, items, and technologies. From 2010 to
2015, co-ordinated multilateral sanctions significantly
restricted Iran’s economy.'’ The international community
including the EU and the UN imposed harsh multilateral
sanctions on Iran’s oil exports and access to global banking.
As a result, Iran suffered with high inflation, unemployment,

and economy collapse.

In 2015, the Joint Comprehensive Plan of Action
(JCPOA) nuclear agreement was reached between Iran and
the Permanent 5 along with the EU. The primary goal of the
agreement was to limit Iran’s nuclear program and prevent it
from developing nuclear weapons, and in response, sanctions
on Iran, especially economic and financial, would be lifted.
As part of the agreement, the International Atomic Energy
Agency was given access to monitor and verify Iran’s
compliance.

However, the US withdrew from the agreement in
2018 under President Donald
Trump and then reimposed

In 2015, the Joint
Comprehensive
Plan of Action

nuclear agreement
‘ . 5 . 12
Maximum Pressure’ campaign. was reached

sanctions under what was labelled
by the Trump administration as a

The US withdrew from the | petween Iran and
JCPOA citing concerns that the | the Permanent 5
deal was too lenient and did not | along with the

address Iran’s missile program or | European Union.

regional behaviour. This strategy
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aimed to force Iran back to the negotiating table by
weakening its economy and isolating it diplomatically.
Moreover, the US applied secondary sanctions, penalising
foreign companies and countries engaging with Iran.

Iran’s economy suffered again, but it expanded
strategic ties with Russia and China and increased regional
proxy activity. Iran resumed high-level uranium enrichment
beyond the JCPOA limits. The unilateral US sanctions post
2018 lacked the full force of eatlier multilateral efforts. Iran
gradually reduced compliance and tensions escalated.
However, during 2021-23, efforts to revive the deal
continued, but did not move forward due to disagreements
and political complexities.

Iran continued its controversial foreign policy despite
international sanctions. The sanctions inflicted severe
economic damage but did not stop Iran’s strategic support
for non-state actors or its nuclear activities. Sanctions
incentivised Iran to find alternatives rather than comply,
especially when it perceived that the regime survival was
under threat. Iran’s strategic depth, i.e., its influence through
proxies and asymmetric warfare, gave it tools to absorb

prSSqu.

Iran continued to fund | Thesanctions
inflicted severe

the region. Hezbollah receives econo_mic damage
700 mn | PUtdid notstop
Shi’a Iran’s strategic
support for non-
state actors or its
nuclear activities.

and arm militant groups across

approximately USD
annually.” Tt supports
militias in Iraq through financial
and logistical channels. Iran

supplied Houthi rebels with
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weapons, thereby, fuelling a prolonged civil war."* Iran
expanded its military footprint in Syria, where it backed the
Assad regime and supplied it with fighters and arms. In Iraq,
it is affiliated with militias who gained political and military
influence post the Islamic State of Iraq and the Levant.

After the US withdrawal from the JCPOA, Iran
resumed high-level uranium enrichment, escalating its
nuclear ambitions and reducing compliance with
monitoring.” It also circumvented sanctions through ‘Illicit
Oil’ exports, often through intermediaries in Asia. It made a
25-year strategic pact with China through bilateral
agreements and expanded strategic ties with Russia. To
bypass financial restrictions, they used crypto currency and
other non-traditional banking systems, such as barter or
hawala (informal money transfer) systems for international

transactions.'®

While sanctions degraded Iran’s economy, leading to
inflation, unemployment, and currency devaluation, they
failed to shift its foreign policy. Iran’s ideological
commitment to resisting the US and Israeli influence
contributed to the core of its foreign policy. To maintain

regional influence, they used non-
state actors and political alliances. | ITran’s ideological
They used alternate markets for | commitment to
economic adaptation. Moreover, | resisting the

post 2018, there were limited | United States and
multilateral enforcement | lIsraeli influence
measures, thereby, reducing the | contributed to the
cffectiveness  of the US-led | COTE of its foreign
sanctions. policy.
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Russia

The US sanctions on Russia were primarily imposed after the
annexation of Crimea in 2014 and were significantly
expanded following Russia’s full-scale invasion of Ukraine.
The sanctions targeted the financial, technology, and energy
sectors. However, their impact on the Russian economy has
been partially effective and not decisive. They have hurt the
economy and war machine but have failed to stop the war.
The sanctions have not yet compelled Russia to withdraw
from Ukraine or fundamentally change its strategic course.
The US expanded secondary sanctions against third countries
to curb Russia’s ability to evade restrictions. However, due to
the lack of full global enforcement, countries such as China,
India, and others continue to trade with Russia.

The sanctions have had mixed geopolitical
consequences. They have isolated Russia from the West by
restricting trade and financial engagement with the ‘Group of
Seven’ countries. On the other hand, Russia has strengthened
ties with China, Iran, and the DPRK. Some countties,
including Turkey and others, have also facilitated indirect
trade channels, enabling Russia to bypass certain restrictions
and sustain its economic activity.

Lib i
1bya The sanctions have

Libya, wunder the rule of | notyetcompelled
Muammar  Muhammad Abu | Russia to
Minyar al-Gaddafi from 1969 to | withdraw from
2011, pursued an assertive and | Ukraine or
controversial ~ foreign  policy | fundamentally
despite facing prolonged change its strategic
international sanctions. In | COUrSE.
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response to Libya’s involvement in the 1988 Lockerbie
bombing, the UNSC passed Resolution 748 in 1992 and
Resolution 883 in 1993. These resolutions imposed arms
embargoes, travel bans, and the freezing of Libyan assets."’
The US and the EU imposed unilateral sanctions, isolating
Libya from the global economy and financial systems, for its
involvement in global terrorism and regional destabilisation.

Libya used sanctions as a rallying point for anti-
Western sentiment and maintained its strategic ambitions of
Pan-Africanism. The Gaddafi regime turned the sanctions
into a narrative of resistance and continued to defy global
norms. It supported various non-state actors and rebel
groups, including the Irish Republican Army and rebel
factions in Chad, Sudan, and Liberia. The support came in
the form of arms training and financial support, thereby,
defying international norms and violating UN resolutions."®
Certain countries maintained covert trade relations with
Libya, thus, undermining the effectiveness of sanctions.

Libya’s foreign policy goals remained unchanged
until the 2011 revolution. Its ability to maintain controversial
policies despite international sanctions highlights the
limitations of sanctions in altering regime behaviour,
particularly when ideological motives and strategic resources,
such as oil, are involved.

The Gaddafi
regime turned the
The UN developed a multi- | sanctions into a
faceted approach that uses a range | narrative of

of tools to address and counter | resistance and
states sponsoring terrorism. It continued to defy
uses a combination of legal | global norms.
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frameworks, diplomatic efforts, and institutional mechanisms
designed to hold states accountable and to foster

international cooperation against terrorism.

The UN creates a framework of accountability and
support states in taking concrete steps to prevent terrorism.
The legal frameworks take the form of UN Security Council
Resolutions (UNSCRs) that establishes obligations for states
to prevent terrorism and suppress its financing. However, the
effectiveness of the UN’s approach depends on the
willingness of states to comply with its resolutions. States that
fail to comply with these obligations may face international
pressure and sanctions.

It collaborates with regional organisations and bodies
such as the EU, African Union (AU), and the Organisation
of American States (OAS) for strengthening counter-
terrorism regime globally. The UN provides significant
technical assistance and capacity-building programs through
its bodies such as the UN Office on Drugs and Crime
(UNODC) and UN Development Program.

Resolutions: Effectiveness and Limitations

UNSCR 1267.

The United

. The UNSCR 1267 | Nations Security

(15 Oct 1999) imposed Council Resolution
1267 (15 Oct 1999)

sanctions  against the | - )
imposed sanctions

Taliban regime and the

Al-Qaeda network.” It aga_inst the_
Taliban regime

and the Al-Qaeda
network.

has been a pivotal
resolution in its fight
against  terrorism. It
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focused primarily on individuals and non-state actors
associated with the Taliban and the Al-Qaeda but did
not directly sanction states that sponsored terrorism.
It created a sanctions regime that imposed asset
freezes, travel bans, and arms embargoes. It also
established a Sanctions Committee to monitor the
implementation of these sanctions. It was successful
and led to the fall of Taliban regime in 2001 as well
as the disruption of terrorism financing and logistical
networks.

. The limitations of the resolution were that it
did not explicitly impose sanctions on state sponsors
of terrorism and the enforcement mechanism was
often uneven. The main challenge came from
countries with vested political and economic interests
who were less cooperative in enforcing sanctions. Its
lack of explicit state-centred approach left room for
gaps in enforcement. Its limitations were addressed
by subsequent resolutions, such as the UNSCR 1373
(28 Sep 2001), which complemented the UNSCR

1267 by more
comprehensively The main
targeting states | challenge came
sponsoring terrorism. from countries
UNSCR 1373, with vested
political and

J The UNSCR 1373 | economic interests
is a key driver of counter- | Who were less
terrorism global | cooperative in
frameworks, which laid | enforcing

legal and operational | Sanctions.

15



groundwork for international cooperation.” Tt
imposes binding obligations on all UN member states
to fight against global terrorism  more
comprehensively. The Counter-Terrorism
Committee (CTC), created by the UNSCR 1373,
facilitates assistance to countries in implementing the
resolution and monitors compliance by member
states.” It was further strengthened with the creation
of Financial Action Task Force (FATF), which
supports the implementation of counter-terrorism
financing measures.”

. It faces some challenges in implementation in
developing countries with volatile political situation.
It does not provide a universally accepted definition
of terrorism, and the resolution undermines national
sovereignty by compelling states to adopt counter-
terrorism measures that might infringe on their
sovereignty. The effectiveness of the UNSCR 1373
has been limited by the lack of infrastructure and
capacity, political will of member states, and

challenges in enforcing
The Counter

compliance. The :
Terrorism
enforcement depends on .
h - c Committee
c willneness O -

- dividual 8 44 facilitates
1mndaivi tat n -

vidual states and does 1 assistance to
not 1mpose automatic Countries in

sanctions on non- | jmplementing the

| resolution and
of direct enforcement has monitors

compliant states. The lack

led to leed results irl Compliance by
member states.
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holding states accountable for sponsoring terrorism.

UNSCR 1540.

° The effectiveness of the UNSCR 1540 of
2004 in enforcing sanctions on states sponsoring
terrorism is narrow in scope and non-punitive in
nature. The resolution is primarily designed for non-
proliferation efforts, but it is not an effective
instrument for sanctioning states that sponsor
terrorism, thereby, ignoring the possibility of state
complicity.

. It does not explicitly authorise or enforce
sanctions against states that support terrorism. The
resolution does not identify specific violators, nor
does it provide mechanisms to sanction states that
violate its provision or be complicit in proliferation.
The UNSCR 1540 is not a sanctions regime; it
mandates all states to prevent non-state actors from
acquiring WMDs through
national laws and | The effectiveness
regulations.” of the United

. The UNSCR 1540 | Nations Security
Council Resolution

complements other UN

resolutions but cannot 1540 Of 2004in
substitute for targeted enfor_cmg
. . sanctions on states
sanctions regimes. It lacks )
. sponsoring
any legal provision or L
terrorism is

authority ~ to  impose .
narrow In scope

and non-punitive
in nature.

sanctions on states, unlike
other resolutions adopted
under Chapter VII of the
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UN Charter with enforcement clauses, namely the
UNSCR 1267 and the UNSCR 1373 of 2001. The
UNSCR 1540 should be understood as part of a
broader framework on counterterrorism and non-
proliferation instruments and not as a standalone

enforcement tool.?*

o The resolution does not provide for punitive
action against states that fail to comply or are
suspected of aiding non-state actors.” Even in cases
of states sponsoring terrorism, it avoids naming or
shaming states that would expose the resolution to
geopolitical contestation. Unlike the UNSCR 1267,
the UNSCR 1540 lacks coercive power against state
actors. There is no enforcement clause in the UNSCR
1540 targeting states that might support terrorist
groups directly or indirectly. Moreover, the
enforcement of the resolution relies heavily on
voluntary national implementation and peer review
by its committee.” The role of the committee is

advisory and monitoring in
nature and does not have | EVen in cases of

enforcement power. The states sponsoring
terrorism, the

resolution avoids

states  should  submit
compliance reports, but

there are no formal nr?mlr_]g or

sanctions if the states fail to S ha_mr:ng Stlacﬁes’
wnich wou

do so. Therefore, the lack
expose the

of robust enforcement .

i , resolution to

mechanisms hampers its -

geopolitical

effecti ) ]
cctivencess contestation.
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United Nations Ombudsman

The Ombudsperson was established in 2009 via the UNSCR
1904 for implementing sanctions on state sponsors of
terrorism. This position was established to address legal
challenges to the UN sanctions listings, particularly those
targeting individuals and entities associated with terrorism
financing. The Ombudsperson plays a critical role in ensuring
fairness, due process, and human rights compliance in the
UN’s counter-terrorism sanctions regime. The official
provides a natural channel for affected parties to challenge
sanctions listings, setting a precedent for transparency in the
UN counter-terrorism efforts.

The Counter-Terrorism Committee

The CTC has a mandate to monitor state compliance with
the counter-terrorism obligations as set out in the UNSCR
1373. The broad mandate includes providing technical
assistance and capacity building, facilitating international

cooperation, and coordinatin
. p. . i & | The Counter-
with international bodies such as

Terrorism
the UNODC and the .
onal U Dol Committee has a
International Crimina olice mandate to

Organization INTERPOL). monitor state

It has encouraged the | compliance with
creation of international legal the counter-

agreements such as extradition terrorism

treaties and  mutual  legal obligations as set
out in the United

assistance  treaties  fostering ; :
Nations Security

international cooperation. The

CTC has provided technical and 22307u3ncil Resolution

capacity-building assistance to
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many states which includes strengthening their legal systems
and improving border security controls. It focuses on non-
state actors and terrorist financing. It promotes the freezing
of terrorist’s assets, tracks financial flows, and improves
monitoring Anti-Money Laundering (AML) regulations. It
had a significant impact in reducing terrorism funding. The
CTC works with organisations like INTERPOL, the FATF
and Egmont Group of Financial Intelligence Units in
monitoring and blocking financial transactions linked to
terrorists. It engages closely with regional and sub-regional
organisations, for instance the AU and the OAS, devising
tailor-made counter-terrorism strategies. In recent years, the
CTC has begun to focus more on threats posed by emerging
technologies such as cyber terrorism and bioterrorism.

However, its effectiveness is tempered by limitations
in enforcement power, inconsistent state implementation,
and geopolitical challenges. While it can monitor compliance,
it does not have the ability to impose sanctions or compel the
states to act. While the CTC has
facilitated dialogue and assistance, | The Counter-
it lacks enforcement powers to | €rrorism
directly penalise states that violate Committee
the resolution. The effectiveness | Promotes the

of the CTC is undermined by the freezing of
terrorist’s assets,

tracks financial
flows, and
improves
monitoring anti-
money laundering
regulations.

inconsistent implementation of
counter-terrorism measures by
member states due to political and
legal hurdles. The geopolitical
realities and state sovereignty
concerns often hinder the CTC’s

ability to achieve its full potential.
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Hence, it needs to strengthen its monitoring and
accountability mechanisms in addressing emerging threats
like cryptocurrency and informal finance. The resource
constraints and expertise of the CTC and its partner
organisations need to be enhanced in the fight against
terrorism.

Financial Action Task Force

The FATF is a cornerstone in the international strategy to
detect, deter, and disrupt terrorism financing. It ensures that
financial systems are not misused by terrorist organisations.
It is a global watchdog against terrorism financing, enforcing
compliance and fostering international cooperation to cut off
financial lifelines for terrorists. It sets international standards
to prevent money laundering and evaluate national systems
for its implementation.

The FATF ‘Grey List’ and ‘Black List’ are key tools
used by the FATF to identify countries with deficiencies in
their AML and Counter-Terrorist Financing (CFT) regimes.
Countries on the Grey List are jurisdictions under increased
monitoring. Countries under this list are considered to have
strategic deficiencies in their
AML and CTF systems but have
committed to reforms. Pakistan,
Kenya, and South Africa fall
under this category. Meanwhile,

The Financial
Action Task Force
IS a cornerstone in
the international
strategy to detect,
deter, and disrupt
terrorism
financing.

the countries under Black List
are under high-risk jurisdictions,
subject to a call for action. The
examples include the DPRK and
Iran, which are blacklisted
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countries with serious strategic deficiencies and a lack of
effective cooperation with the FATF efforts.

The World Bank (WB) and International Monetary
Fund (IMF) provide financial resources, technical assistance,
and capacity-building programs for implementing global
standards effectively set by the FATF. The IMF provides
policy support to high-risk jurisdictions to address the FATF
deficiencies, whereas the WB supports the FATF-Style
Regional Bodies to enhance regional AML and CFT
frameworks.

The UNODC helps countries align national laws with
UNSCREs. It assists states in implementing targeted financial
sanctions. It assisted Iraq and Libya in drafting AML and
CFT frameworks to comply with the UN sanctions. The
organisation also works with the FATF, IMF, and WB to
assess countries adherence to sanctions. It supports cross-
border financial investigations to track countries evading
sanctions.

Unilateral Sanctions: Effectiveness and Limitations

Unilateral sanctions are imposed by a single country or a

small group of states without the | The United

UN authorisation. Their | Nations Office on
effectiveness depends on several Drugs and Crime
factors, namely economic helps countries
resilience of sanctioned entities | align national laws

and the objectives sought. with the United
Unilateral sanctions can Natlon_s Security
severelv damace weaker and Council
g s Resolutions.

vulnerable economies, for
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instance, the US sanctions on Iran, DPRK, or Venezuela. On
the other hand, the impact of Western sanctions on resilient
economies like Russia is limited, where the sanctions may
cause hardship but rarely force policy changes. When it
comes to political effectiveness, it may sometimes influence
the behaviour of states. They can force concessions in
specific cases, for instance, the US sanctions pushed Iran to
negotiate the JCPOA in 2015.

Sanctions can fuel nationalism and a refusal to
compromise on national sovereignty, often strengthening
authoritarian regimes. The humanitarian concerns undermine
the sanctioning state’s moral standing. Unilateral sanctions
disproportionately ~affect civilians, for example, food
insecurity in the DPRK, and medicine shortages in Iran and
Gaza. Therefore, sanctions become less effective when
humanitarian costs provoke backlash.

Unilateral sanctions often change the geopolitical
landscape of the region. The targeted states may seek
alternate alliances or partners, for instance, Russia deepening
ties with China and Iran with Russia. The US extraterritorial
sanctions create friction with allies. When the EU firms were
dealing with Iran, the US
secondary  sanctions  strained

Sanctions can fuel
nationalism and a

. : refusal to
partners. Unilateral sanctions face compromise on

alliances with the European

enforcement challenges as states | ational

may circumvent sanctions via | sovereignty, often
third parties. They might seek for strengthening
shadow trade networks, | authoritarian
smuggling, and alternate financial | regimes,

systems, for instance, China’s
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Cross-Border Interbank Payment System and Russia’s
System for Transfer of Financial Messages.

Unilateral sanctions are most effective when the
targeted state is economically vulnerable, and the sanctioning
state has overwhelming leverage such as the US dollar
dominance. On the other hand, it is partially effective on
Iran’s nuclear program. The sanctions contributed to
negotiations but did not halt all activities, as Iran has strong
allies and alternative mechanisms to mitigate their impact. In
the case of Cuba, sanctions have been ineffective, failing to
dislodge the regime or bring about political change,
particularly as the objectives have remained maximalist.

Unilateral sanctions are often more symbolic than
transformative, and their success usually depends on strategic
design and broad-based international cooperation. It can be
a contentious tool of foreign policy, less effective than
multilateral sanctions. However, they can still have significant
impact under the right conditions. Sanctions need to be
paired with diplomacy and other pressure tools, such as

covert action and cyber

operations. Uni Ia_te ral
. . sanctions are often
Multilateral Sanctions: more symbolic

Effectiveness and Limitations than

Multilateral sanctions are imposed transformative,
by a coalition of countries and their success
authorised under the UN and the | Usually dependson

EU. Multilateral sanctions tend to strategic design
and broad-based

international
cooperation.

be more effective than unilateral
ones due to the collective pressure

they exert on the targeted state.
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They facilitate burden sharing as the political and economic
costs are spread across several nations. Their success depends
on the level of coordination, the extent of compliance, and
political will of the countries involved.

Multilateral sanctions are more effective as they have
a wider economic impact. With multiple countries imposing
sanctions, it limits the targeted state’s ability in seeking
alternative partners and allies. It isolates a country from
global finance and trade networks. However, it requires
consensus among diverse members with varying interests. To
achieve consensus, sanctions may be watered down, reducing
their effectiveness. The sanctions lose economic impact if
major global powers like China and Russia do not participate.

Though the UN sanctions on the DPRK had a
significant impact on its economy but they did not
completely achieve the desired policy change, which is the
denuclearisation of the Korean peninsula. Although
sanctions have brought economic hardship to the DPRK and
its civilian population, they have failed to change its strategic
calculus, while its foreign policy remains militaristic and
provocative. A comprehensive and coordinated global
response by integrating diplomacy, enforcement, and

strategic containment is required
to address the behaviour of | With multiple
authoritarian states that poses a | countries imposing
threat to international security. sanctions, it limits
The case of the DPRK illustrates | the targeted state’s
the limitations of sanctions, and, | @bility in seeking

therefore, ~a  multi-pronged alternative
approach is necessary for a long- pﬁ_rtners and
allles.

term stability.
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The imposition of the EU and the US sanctions
following Russia’s annexation of Crimea in 2014 significantly
impacted and strained Russian economy. But the sanctions
have not led to either reversal of the annexation or brought
changes in its foreign policy. The Russian case exposes how
enforcement challenges and political resistance can limit the
desired outcomes.

Sanctions can be a useful tool in a broader strategy
but are rarely sufficient to counter state-sponsored terrorism
alone. The case of Iran highlights the limitations of sanctions
as a stand-alone tool in countering state-sponsored terrorism.
Sanctions on Iran severely impacted its economy, but the
country embarked upon its controversial foreign policy.

The example of Iran clearly demonstrates that
sanctions alone are insufficient to change deeply rooted
strategic behaviours, especially when they are perceived by
the target state as existential or ideological. This underscores
the need for a comprehensive strategy, coupling sanctions
with diplomacy, consistent multilateral enforcement, and
regional engagement and coordination.

Multilateral sanctions carry more international
legitimacy than unilateral ones. It
reduces the claims of bias or | Thecaseof Iran
geopolitical manipulation for the | highlights the

sanctioned country to rally for limitations of
The | sanctions as a

stand-alone tool in
countering state-
sponsored
terrorism.

international  support.
unintended consequences could
include  humanitarian  crises,
which may lead to backlash from

global civil society or
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neighbouring countries. The adoption of the UN Global
Counter-Terrorism Strategy with its holistic and human
rights-based approach offers a unique opportunity for the
UN. It has been a global norm-setter, capacity builder,
assessor, ‘Legitimiser’, and contributor in addressing the
conditions conducive to the spread of terrorism.”’

The UN counter-terrorism architecture needs to be
streamlined and reformed. It must be designed to have more
technical focus, allowing for regionally balanced
participation. While it offers legitimacy and global reach, it
also faces coordination and enforcement challenges. A robust
enforcement mechanism should be put in place when a group
of countries works together. Some member states may fail to
enforce sanctions due to diverse interests because of their
political or economic ties with the target state. The
conflicting interests or priorities of some countries may
create sanctions evasion channels, thereby, weakening the
impact of sanctions.

Conclusion

This paper underscores that while sanctions remain an
important instrument in countering state-sponsored
terrorism, their effectiveness is inherently limited when
applied in isolation. Case studies of the DPRK, Iran, Russia,

and Libya demonstrate that states

. The United
can adapt through alternative .
} e Nations counter-
alliances, illicit networks, and .
terrorism

asymmetric strategies, thereby, architecture needs

to be streamlined
and reformed.

mitigating the intended impact of
sanctions. The analysis highlights

that sanctions are more effective
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when embedded within a broader strategy that combines
diplomacy, multilateral  coordination, and credible
enforcement mechanisms. Furthermore, geopolitical realities,
uneven implementation, and humanitarian consequences
continue to constrain their effectiveness. Ultimately, a
comprehensive, integrated, and sustained international
approach is essential to influence state behaviour and achieve

long-term strategic outcomes in countering terrorism.
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